
	Digital, Data and Technology profession: Capability Framework

	job description template

	

	Department:
	
	

	Team:
	
	

	Job family:
	Technical
	

	Role:
	Security architect
	

	Role level:
	
Security architect
	

	Grade:
	
	

	Salary:
	
	

	Profession:
	The Digital, Data and Technology Profession
	

	Location:
	
	

	Reporting to:
	
	

	

	[bookmark: _gjdgxs]About your organisation

	[[[ This is your opportunity to ‘sell’ the role. It’s a candidate-driven market so you must make the description of your organisation clear, visionary, exciting and explain the impact the candidate can have both in the delivery of your objectives and society in general. ]]]
...

	

	[bookmark: _30j0zll]Role

	A security architect designs and builds secure solutions.


	

	[[[ Add:
What the person will be working on? (Be mindful that you might want to have some flexibility in what the person works on so mention that in the job description)
Why the work is important to your organisation?
Link to blogs or information about the projects. ]]]
...

	


	[bookmark: _1fob9te]Main duties

	

	A security architect creates and designs security for a system or service, maintains security documentation and develops architecture patterns and security approaches to new technologies. At this level, you will:

- recommend security controls and identify solutions that support a business objective
- provide specialist advice and recommend approaches across teams and various stakeholders
- communicate widely with other stakeholders
- advise on important security-related technologies and assess the risk associated with proposed changes
- inspire and influence others to execute security principles
- help review other people’s work

	

	
	Skill
	Description

	Analysis
	You can visualise, articulate and solve complex problems and concepts, by interrogating and using data or intelligence to formulate and influence plans. You can interpret complex business and technical issues and identify and recognise a viable solution or control. You can understand and link complex and diverse sets of information to inform the response and approach: for example, identifying vulnerabilities and their impact.

	Communication skills (security architect)
	You understand security concepts deeply enough to engage with security technologists and communicate in a language that is appropriate to your audience. You can respond to challenge.

	Design secure systems
	You can design secure system architectures through the application of patterns and principles, to meet user needs while managing risks. You can identify security issues in system architectures.

	Enabling and informing risk-based decisions
	You can make and guide effective decisions on risk, explaining clearly how the decision has been reached. You can make decisions proportionate to the level of technical complexity and risk.

	Research and innovation
	You can understand and apply a range of user research methods correctly. You can choose appropriate methods for different phases of a product life cycle and situations.

	Specific security technology and understanding
	You know about system architectures. You can understand the risk impact of vulnerabilities on existing and future designs and systems, and identify how easy or difficult it will be to exploit these vulnerabilities.

	Understanding security implications of transformation
	You can work with business and technology stakeholders to understand the security implications of business change. You can interpret and apply an understanding of policy and process, business architecture, and legal and political implications to assist in the development of technical solutions or controls.




	[bookmark: _tyjcwt]About the broader DDaT profession

	The DDaT Profession consists of people who work in a digital, data or technology specialist role. They design, build and run government digital services. They are responsible for the way we find, access and use data and for the technology infrastructure which support those services. There are currently about 18,000 people working in the Profession. The Profession consists of people working within specialist communities of practice. There is a full list of roles on GOV.UK: https://www.gov.uk/government/collections/digital-data-and-technology-profession-capability-framework

	

	[bookmark: _3dy6vkm]What we offer

	[[[ Ideally replace some/all of these links with ones more relevant to your own organisation. You do not have to use all of these, but 3-5 links will help convey an overview of the DDaT profession in government. ]]]

	The opportunity to work on impactful, meaningful projects

	The latest technologies, on a large scale

	Small, autonomous agile teams

	A diverse and inclusive workplace

	Supportive communities of practice, where you can share and develop your skills and knowledge

	Defined career progression

	Training and development

	Talent programmes

	Flexible working

	

	[bookmark: _1t3h5sf]Application Process

	[[[ Add:
1. Explain what you want in the application i.e ask them to be concise, answer requirements of the role, limit to a number of pages etc.

2. Explain if there is any practical assessment criteria during the application and interview process and work with the relevant head of community/role to define the appropriate assessment/test for interview. These tests should be reasonable and relevant to the role.

3. List practicalities such as length of role, location etc. Contact your HR team for guidance on this.

4. Mention the blended approach of using Success Profiles to address both skills/experience and behaviours, not just solely using competencies.
]]]




