
	Digital, Data and Technology profession: Capability Framework

	job description template

	

	Department:
	
	

	Team:
	
	

	Job family:
	Technical
	

	Role:
	Infrastructure engineer
	

	Role level:
	
Principal infrastructure engineer
	

	Grade:
	
	

	Salary:
	
	

	Profession:
	The Digital, Data and Technology Profession
	

	Location:
	
	

	Reporting to:
	
	

	

	[bookmark: _gjdgxs]About your organisation

	[[[ This is your opportunity to ‘sell’ the role. It’s a candidate-driven market so you must make the description of your organisation clear, visionary, exciting and explain the impact the candidate can have both in the delivery of your objectives and society in general. ]]]
...

	

	[bookmark: _30j0zll]Role

	An infrastructure engineer designs, builds, manages and supports the infrastructure services that underpin all internal user services and services to the public.


	

	[[[ Add:
What the person will be working on? (Be mindful that you might want to have some flexibility in what the person works on so mention that in the job description)
Why the work is important to your organisation?
Link to blogs or information about the projects. ]]]
...

	


	[bookmark: _1fob9te]Main duties

	

	A principal infrastructure engineer is an accomplished technical leader. At this level, you:

- will develop strategic and tactical engineering roadmaps for technologies and services in your area of responsibility, making sure that they are future-proofed and that the organisation derives maximum value from investment in technologies
- may own the operational relationships with suppliers, making sure services and products are delivered and aligned to industry best practice and regulatory and contractual requirements
- will work with technical architects to translate the architectural designs into operations and supports technical architects in operationalising the designs
- will lead and direct infrastructure specialists teams in building, managing, supporting and maintaining solutions according to departmental policy - if taking a managerial path

	

	
	Skill
	Description

	Coding & scripting
	You understand the limitations of software / product technology and why coding is important. You can prototype code, but you won’t necessarily have to make production-ready code. You can talk to developers and know when to switch code. You understand security, accessibility and version control.

	IT infrastructure
	You can support, design and implement infrastructure technologies and solutions such as: computing, storage, networking, physical infrastructure, software, commercial off-the-shelf (COTS) and open source packages and solutions, and virtual and cloud computing, including IaaS, PaaS and SaaS.

	Information security
	You can maintain the security, confidentiality and integrity of information systems through compliance with relevant legislation and regulations. You can design, implement and operate controls and management strategies to allow this.

	Modern standards approach
	You can apply a modern standards approach throughout automation and testing.

	Ownership and initiative
	You take ownership of problems and proactively resolve technical problems, ensuring that technical solutions continue to meet business requirements. You take full accountability for actions taken and decisions made.

	Problem solving
	You can identify and understand problems, analysing and helping to identify the appropriate solution. You can classify and prioritise problems, document their causes and implement remedies.

	Service focus
	You can maintain focus on the whole life of service delivery: from designing to developing to delivering and operating. You know how to ensure that a set of IT products, suppliers and vendors come together to deliver an IT service.

	Systems design (Infrastructure engineer)
	You create the specification and design of systems to meet defined business needs. You can work with business and technology stakeholders to translate business problems into technical designs. You can visualise the ideal user service, come up with design ideas and possible design approaches. You know how to explore different approaches to solving problems.

	Systems integration
	You can integrate and test components, systems and their interfaces to create operational services.

	Technical understanding (Infrastructure engineer)
	You have the specific knowledge that enables you to deliver the responsibilities and tasks of the role. This relates to the application of the required breadth and depth of technical knowledge.

	Testing
	You can plan, design, manage, execute and report tests, using appropriate tools and techniques, and work within regulations. You know how to ensure that risks associated with deployment are adequately understood and documented.

	Troubleshooting and problem resolution
	You can think laterally in order to dissect a problem into its component parts to identify and diagnose root causes, allowing problem resolution. You can troubleshoot and identify problems across different technology capabilities including: computing, storage, networking, physical infrastructure, software, COTS and open source packages and solutions, and virtual and cloud computing, including IaaS, PaaS, SaaS.




	[bookmark: _tyjcwt]About the broader DDaT profession

	The DDaT Profession consists of people who work in a digital, data or technology specialist role. They design, build and run government digital services. They are responsible for the way we find, access and use data and for the technology infrastructure which support those services. There are currently about 18,000 people working in the Profession. The Profession consists of people working within specialist communities of practice. There is a full list of roles on GOV.UK: https://www.gov.uk/government/collections/digital-data-and-technology-profession-capability-framework

	

	[bookmark: _3dy6vkm]What we offer

	[[[ Ideally replace some/all of these links with ones more relevant to your own organisation. You do not have to use all of these, but 3-5 links will help convey an overview of the DDaT profession in government. ]]]

	The opportunity to work on impactful, meaningful projects

	The latest technologies, on a large scale

	Small, autonomous agile teams

	A diverse and inclusive workplace

	Supportive communities of practice, where you can share and develop your skills and knowledge

	Defined career progression

	Training and development

	Talent programmes

	Flexible working

	

	[bookmark: _1t3h5sf]Application Process

	[[[ Add:
1. Explain what you want in the application i.e ask them to be concise, answer requirements of the role, limit to a number of pages etc.

2. Explain if there is any practical assessment criteria during the application and interview process and work with the relevant head of community/role to define the appropriate assessment/test for interview. These tests should be reasonable and relevant to the role.

3. List practicalities such as length of role, location etc. Contact your HR team for guidance on this.

4. Mention the blended approach of using Success Profiles to address both skills/experience and behaviours, not just solely using competencies.
]]]




