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General Tips for Keeping Safe


· Never give out your bank details, PIN or passwords to anyone over the phone or on your doorstep.
· Never be pressurised into giving information. Don’t assume everyone is genuine. It is okay to say no and refuse an offer.
· Always ask for ID (and check it) if someone you don’t know calls at your home.
· To check if someone calling you is from a genuine organisation, look the number up and call them back. Do not use a number provided by the caller.
· Never open links or attachments from suspicious emails or texts.
· If you are buying online, only make payment if there is a padlock in the browser window.
· Always check website addresses to ensure you are using a legitimate retailer.
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	Double click the PDF icon to download the ‘Take a stand against scams’ poster.
	








Common Types of Scam
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	Mail scams
Fake lotteries and prize draws, offers of investments, inheritance windfalls, health cures and clairvoyant letters.
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	Telephone scams
Investment, pension or computer support scams. The person calling may pretend to be from a trusted organisation such as your bank or the Police.
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	Doorstep scams
Criminals pose as legitimate business people selling goods and services that are faulty, unnecessary, overpriced or poor quality.
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	Internet scams
An email may be disguised to appear to be from your bank or other company in order to trick you into revealing personal details. You may be asked to click on a link which takes you to a fake website where you will be prompted to enter your details.
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	Double click the PDF icon to download the Friends Against Scams ‘Scams Guide’.
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	Tips for Mail Scams



· Never send money to a company in order to claim a prize or winnings.
· Watch out for letters with too-good-to-be-true offers, it’s probably a scam.
· If you get a lot of mail, ask a friend or family member to help you sort through it.
· If you think the letter is a scam, report it and shred it.
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	Double click the PDF icon to download the ‘Take a stand against mail scams’ poster.
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	Tips for Telephone Scams



· Always ask for company information and if the caller is vague, hang up.
· Don’t answer calls from unrecognisable numbers.
· Consider a call-blocking device to filter unwanted calls.
· To check if someone calling you is from a genuine organisation, look the number up and call them back. Do not use a number provided by the caller.
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	Double click the PDF icon to download the ‘Take a stand against telephone scams’ poster.
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	Tips for Doorstep Scams



· Display a ‘No Cold Calling’ sticker.
· Use a door chain to check who is calling.
· If you’re not sure, don’t open the door.
· If you do open the door, always ask for ID (and check it) if it is someone you don’t know. 
· Always report any suspicious activity.
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	Double click the PDF icons to download the ‘Take a stand against doorstep scams’ and ‘Clive’s drive’ posters.
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	Tips for Internet Scams



· Be wary of emails from unknown sources asking you for personal details.
· Never open links or attachments from suspicious emails or texts.
· Set up a junk mail filter to stop unwanted emails.
· Always go to a bank’s official website to get information, don’t follow links within emails.
· Say no to strangers offering to put money in your account as this could be illegal.
· If you are buying online, only make payment if there is a padlock in the browser window.
· Always check website addresses to ensure you are using a legitimate retailer. 
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	Double click the PDF icon to download the ‘Take a stand against internet scams’ poster.
	



Volunteer Guidance 

If a volunteer is helping you while you stay at home:
· Do not give them your credit or debit card numbers or other financial information.
· Ask for ID if someone you do not know calls at your home.
· Only share your phone number or address if you need to.
· Only give your information on a need-to-know basis.
· Do not let them pressure you into giving information.
· Remember that volunteers should not enter your home.
GOV.UK guide – Coronavirus: How to help safely.




Payment Options for Shopping

If you are shielding and usually you pay for your shopping in cash, there are several options available to help you cope during this time:


Supermarket click-and-collect service 

1. Go to the supermarket’s website or phone the number listed.
2. Place the order and pay online and you will be given a payment reference number. 
3. Give your volunteer the payment reference or a copy of the confirmation email.
4. The volunteer can go and collect the shopping on your behalf.


Phone, pay and collect from a local shop

1. Phone a local trusted shop and place an order for shopping.
2. Make your payment over the phone.
3. Agree a code word with the shop that your volunteer will know.
4. Tell your volunteer your code word.
5. The volunteer can go and collect the shopping on your behalf. 
Supermarket telephone numbers
	Aldi
	0800 042 0800


	Asda
	0800 952 0101


	Co-op
	0800 029 4592


	Farm Foods
	0121 700 7160


	Iceland
	0800 328 0800


	Lidl
	0800 977 7766


	M&S
	0333 014 8222


	Morrisons
	0333 335 0398


	Sainsburys
	0371 200 1597


	Spar
	020 8426 3700


	Tesco
	0800 323 4040


	Waitrose 
	0330 123 0350





Payment over the phone at check out 

1. You will need to check with your local store first to see if this is an option. 
2. Give the volunteer a shopping list and a code word for use at the till. This avoids giving your card or card details to the volunteer.
3. When at the till, the volunteer will share the code word suggested by you with the shop assistant. This will make you feel more comfortable when sharing your card details over the phone. 


Pre-paid supermarket voucher/gift card or e-voucher/e-gift card

1. Go to the supermarket’s website and purchase a voucher or gift card.
2. The gift card or voucher will be posted to you.
3. Give the gift card to your volunteer.
4. The volunteer will be able to use the gift card at the checkout and then return it you with a receipt.


Prepaid cards 

1. These need to be loaded up with cash in advance, and you can then only spend the balance on the card. 
2. Keep the value under £40.
3. If you have a physical prepaid card, you can give this to your volunteer to pay for shopping. They will need to collect the card in advance and return it with the receipt when finished.


Post Office cash access scheme 

1. Check with your bank whether they are part of the cash access scheme.
2. Tell your bank how much cash you would like to withdraw.
3. They will send you a single-use barcode via text, email or post for the amount you have requested. 
4. Your volunteer can go to the Post Office and exchange the barcode for the cash requested. 


Paying with cash 

1. As a last resort and if all options above have already been exhausted, you are able to pay for your shopping with cash.
2. Volunteers must not use their own money to purchase shopping, they should come to you beforehand and collect the cash.
3. If you don’t already know them, the volunteer must show you their ID.
4. The volunteer should supply you with a receipt and your change.
5. The suggested maximum value of cash that you should exchange is £40.







Where to go for Advice and to Report Scams

	
	Citizens Advice Consumer 
Service

	https://www.citizensadvice.org.uk/
 
	0808 223 1133

	Action Fraud

	https://www.actionfraud.police.uk

	0300 123 2040

	National Cyber Security Centre (suspicious email reporting service)

	https://www.ncsc.gov.uk/

Forward emails to report@phishing.gov.uk
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Scam Action Poster.pdf
TAKE A STAND
AGAINST

CONSUMERS LOSE £5-10 BILLION
TO SCAMS EACH YEAR!

DON’T ADD TO THIS STAGGERING FIGURE. TAKE A STAND!

Top 10 Tips To Take A Stand Against Scams

Say NO. To unwanted, uninvited callers.

Be wise to rogue traders. Too good to be true offers, probably are.

Don’t feel pressured to make a decision. Say “No”, or say you need advice first.
Be wise to postal scams. No legal company will ask for money to claim a prize.
Keep personal details safe. They could be used fraudulently in the wrong hands.
Research the credentials of the company. Be certain they’re not bogus.

Be online savvy. Check who you’re communicating with online.

Talk to someone you trust. if you're suspicious.

Report a scam. Help expose the criminals.

Know you are not alone. Anyone can be a victim, report it and get the right support.

‘!’ ‘ ’ Remember if you’re not

sure, get advice and
always report a scam

friendS Aoaing For advice on scams call NATIONAL
4 Citizens Advice Consumer Helpline: 0808 223 1133 TRADING

STANDARDS

To report scams contact
www.friendsagainstscams.org.uk Action Fraud: 0300 123 2040 Scams Team
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Embedded Conversation Leaflet[1407].pdf
What are scams?

SCAMS ARE FRAUD AND FRAUD IS A CRIME!

Scams make people part with their
money and personal details by
intimidating them or promising cash,
prizes, services and fictitious high
returns on investment.

Their aim is to get people to reveal their
personal details, steal their information
or even get them to willingly make a
payment or hand over cash.

Scam facts

£5-10

BILLION A YEAR

Scams cost the UK economy
£5-10 Billion a year

93% 5%

of people aged 65 of scam victims
or over have been report the matter
targeted by a scam to law enforcement

Anyone can be a victim of a scam
no matter what their background.

The people behind scams are
ruthless predatory criminals.

(i

Do you know how to
spot a scam?

Not all communications that contain the
items below are scams, but if you do
receive something telling you to carry
out one of these actions, you should be
wary and get a second opinion from a
trusted friend or relative:

Things to look out for

e The person contacting you is
asking you for money to access
your winnings.

e Too good to be true offers such as
guaranteed lottery winnings.

e Pressure to respond quickly, “limited
offer respond now, don’t delay.”

e Encouraged to keep communication
secret from family or friends.

e Told to send money abroad or
move your money into someone
else’s bank account.

e Encouraged to click on links or open
attachments in emails.

e Phone calls that come from unknown

or foreign phone numbers.

-'?‘ :
"
lt‘ftw,

Scams affect the lives of millions of
people across the UK. People who are
scammed often experience shame and

social isolation as a result.

Friends Against Scams is a
National Trading Standards
(NTS) Scams Team initiative,
which aims to protect

and prevent people from
becoming victims of scams by
empowering people to take a
stand against scams.

NATIONAL

TRADING
STANDARDS

Scams Team






What are the different
types of scams?

MAIL SCAMS

Common types of postal scams

include fake lotteries and prize draws, offers
of investments, inheritance windfalls, health
cures and clairvoyant letters.

TELEPHONE SCAMS ( S

Common telephone scams
include investment, pension or
computer support scams.

The person calling is often extremely
professional and may pretend to be from a
trusted organisation such as your bank, the
police or another company you recognise.
The caller may have some of your
information to make them

seem genuine.

DOORSTEP SCAMS @

Criminals pose as legitimate

business people selling goods or services
that are faulty, unnecessary, overpriced,
poor quality or non-existent.

INTERNET SCAMS @3

An email may be disguised to

appear to be from your bank or other
company in order to trick you into revealing
personal details.

You may be asked to click on a link which
takes you to a fake website where you will
be prompted to enter your details.

Why do people respond

To get people hooked and responding
to scams, sometimes criminals rely on
loneliness, vulnerability and social isolation.

Many people are living with some form of
cognitive decline, such as dementia, that
may impact their ability to distinguish scams
from legitimate opportunities. Others may
be lonely or socially isolated so do not have
anyone to turn to for a second opinion on
whether an offer is genuine.

Once someone has responded to a scam,
their personal details are perpetually shared
and sold on to other criminals who will

use this information to relentlessly target
them with either scam mail, multiple phone
calls, or repeat home visits in order to con,
mislead, intimidate and bully the person into
parting with their life savings.

How to protect yourself
and others

e Say ‘No’ to unwanted, uninvited callers.

e |f an offer seems too good to be true,
it probably is.

e Don’t feel pressured to make a decision,
take your time and seek advice.

e Be wise to postal scams, no genuine
company will ask for money to claim
a prize.

e Keep your personal details safe, always
make sure the person you are talking to is
genuine and from a legitimate company.

e Be online savvy, criminals can replicate
genuine companies, If your unsure, don’t
open links or attachments in emails.

e Talk to someone you trust if you're
suspicious.

e Anyone can be a scam victim. If you spot a
scam, always report it.

For more information

Visit www.FriendsAgainstScams.org.uk

To report a fraud, contact:
Action Fraud on 0300 123 2040

To get advice, contact:
Citizen Advice Consumer Helpline on
0808 223 1133

If someone is in immediate danger call the
Police on 999

friendS Adaing NATIONAL

o (4 TRADING
" STANDARDS

I Scams Team
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Mail Scams Poster.pdf
Everyday thousands of people become a victim of mail scams.
Don’t believe the false promises and protect yourself.

. Never send money to a company in order to claim a
prize or winnings.

. Watch out for letters with too good to be true offers, it’s
probably a scam.

. Don’t disclose personal information to people or companies
you do not know.

. If you get a lot of mail get a trusted friend or family member
to help you sort through it.

. If you think the letter is a scam report it and shred it.

"’ ‘ ’ Remember if you’re not

sure, get advice and
always report a scam

friendS Aoaing For advice on scams call NATIONAL

" Citizens Advice Consumer Helpline: 0808 223 1133 TRADING
——— STANDARDS
To report scams contact

www.friendsagainstscams.org.uk Action Fraud: 0300 123 2040 Scams Team
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Telephone Scams Poster.pdf
TAKE A STAND

AGAINS7

Top 5 Tips To Take A Stand Against Telephone Scams

&

Remember if you’re not ‘ ‘
sure, get advice and
always report a scam

friendS Adaing For advice on scams call NATIONAL
‘ , Citizens Advice Consumer Helpline: 0808 223 1133 TRADING
To report scams contact STANDARDS

www.friendsagainstscams.org.uk Action Fraud: 0300 123 2040 Scams Team
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Doorstep Scams Poster.pdf
TAKE A STAND AGAINST

Protect Yourself From Doorstep Crime.
If You’re Not Sure Don’t Open The Door.

Top 5 Tips To Take A Stand Against Door Step Scams

Use a door chain to check who’s calling.

Don’t trade on the door step.

Ask a trusted friend or family member for advice on
reputable traders.

Display a “No Cold Calling” sticker outside your door.

Always report any suspicious activity.

"’ ‘ ’ Remember if you’re

not sure, get advice and
always report a scam

frendS Adaing For advice on scams call NATIONAL

[ (4 . - .
ﬁk . n Citizens Advice Consumer Helpline: 0808 223 1133 TRADING
s $ STANDARDS
To report scams contact

www.friendsagainstscams.org.uk Action Fraud: 0300 123 2040 Scams Team







image11.emf
Clive's Drive  Poster.pdf


Clive's Drive Poster.pdf
BEWARE OF DOORSTEP CALLERS!

Look out for Clive, doeS he
really need a new drive?

Top tips to help you and others take a stand
against doorstep scams

{. Never use cold-callers.

7.Consumers are legally entitled to
a 14-day cooling off period for
contracts formed at their home.

3. Check the identity of the caller.

4. Encourage people to ask a
trusted person for advice on
reputable traders.

5. Everyone should display a
“No Cold Calling” sticker.

0. Always report suspicious
activity.

Find out more about scams visit
www.friendsagainstscams.org.uk

If you're not sure,
don’t open the door!
eaendS Adgin St For advice on scams call NATIONAL

Citizens Advice Consumer Helpline:
Ll M TRADING
ﬂ 154 gsos 223 1133 S ANR
O report scams contact

www.friendsagainstscams.org.u Action Fraud: 0300 123 2040 Scams Team
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Internet Scams Poster.pdf
TAKE A STAND

AGAINST

The internet gives easy access to criminals
to scam consumers out of money.
Be online savvy and protect yourself.

Top 5 Tips To Take A Stand Against Internet Scams

Be wary of emails from unknown sources asking you for
personal details.

Set up a junk mail filter to stop unwanted emails entering
your account.

Always go to a bank’s official website to get information,
don’t follow links within emails.

Make sure your payments online are secure, look for the
padlock symbol in the address bar.

Say no to strangers offering to put money in your account,
this could be illegal.

‘!’ ‘ D Remember if you’re not .

sure, get advice and
always report a scam

° friendS Adaing For advice on scams call NATIONAL
4 Citizens Advice Consumer Helpline: 0808 223 1133 TRADING

= STANDARDS
O report scams contact
www.friendsagainstscams.org.uk Action Fraud: 0300 123 2040 Scams Team







